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"\~s.. No. ~ A .' IT COMMITTEE MEETING MINUTES 

Mayor: L. Sekora 

A regular meeting of the Audit Committee of Council was held at 8:30 a.m., on 
Thursday, January 30, 1992, in the Council Committee Room of the Municipal 
Hall, 1111 Brunette Avenue, with the following persons present: 

COMMITTEE MEMBERS: Alderman W.R. LeClair Chairman 
Alderman D. White 
N. Cook Municipal Manager 

STAFF: 

AUDITORS: 

R.D. Hicks 
W. Jones 

P. Snobelen 
J. Brinkman 

ITEM ill - NEW BUSINESS 

Role of Committee 

Director of Finance 
Deputy Municipal Clerk 

Doane Raymond Pannell 
" 

Alderman LeClair outlined his expectations of the Committee both generally 
and specifically for 1992. There should be more interaction with the external 
auditors who would report to Council in a formal fashion at least annually. In 
addition there would be meetings between the auditors and the Committee prior 
to and post audit. The Committee would take the financial statements forward 
to Council for adoption. 

1. Review of Internal Control Memorandum 

There was some discussion of the internal control letter already issued to 
the Municipal Manager and how it should be presented to Council. The 
consensus was for it to be presented and received (report attached). 

The internal control letter was reviewed briefly point by point with the 
current status of corrective measures taken provided by staff . 
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Audit Committee 
1992 January 30 

2. 

3. 

Specific issues discussed included vault security, inventory security, 
outstanding purchase orders, requisition and order authorization, 
centralized cash receipts, employee bonding and computer procedural 
and program controls. Two items identified for further future reporting 
and discussion: -

(i) Investment portfolio policies and procedures 
(ii) Municipal Bonding Policy 

Special Audit Letter 

This preliminary audit letter (copy attached to these minutes) was 
prepared on the request of the Municipal Manager as a comfort 
corroboration of the current accounting systems. The points raised here 
are incorporated in the more detailed internal control letter arising from 
the interim audit. 

Approach to Balance of 1991 Audit 

Mr. J;>hil Snobelen provided a general outline of their firm's system 
approach, including corroborative and compliance testing. Most of the 
audit work on the property tax system was completed at the interim 
audit. The final audit will encompass completion of systems testing and 
analytical reviews of key revenue account and balance sheet items. The 
budget is the fulcrum of the year end audit. 

Alderman LeClair stated that he would like the Committee to review 
some of this analytical work on specific year end reserves and balances. 

Alderman White indicated that more information would be beneficial on 
such items as long standing unexpended funds and the scope of reserves 
on hand. 

There was some discussion on the need and use of reserves particularly 
with respect to future infrastructure replacement. 
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Audit Committee 
1992 January 30 

Year end procedures were discussed and more specifically financial 
statement format. The Committee would like to move to a condensed 
comprehensible [mancial report with an appropriate management 
commentary in line with private sector accounting practice. 

Additional audit costs due to unavoidable circumstances were discussed 
and it was resolved that these would be channelled through the Audit 
Committee and forwarded to Council if appropriate. 

A discussion ensued on unrecorded and unfunded liabilities and how 
these should be recognized for financial reporting purposes. Some 
research is required on accrued vacation and sick pay and any other 
unfunded liabilities in order to quantify amounts and establish reserves. 
Notes to the financial statements should include reference to unfunded 
liabilities whether quantifiable or not. 

ITEM IV 

The next regular meeting will be held at the conclusion of the year end audit. 

ITEM V 

The meeting was adjourned at 10.15 a.m. 

. ROBIN HICKS 
DIRECTOR OF FINANCE 
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Fourth Floor 
604 Columbia Street 

New Westminster 
British Columbia 

V3M 1A6 
Tel: (604) 521-3761 
Fax: (604) 521-8170 
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'November 28, 1991 

.Mr. Norm Cook 
Municipal Manager 
District of Coquitlam 
1111 Brunette Road 
coquitlam, B. C. 
V3K 1E9 

. Dear Mr. Coole: 

19-3401 

Doane 
Raymond 
Pannell 
Gh" Imcd AccolJnlanlS 
Ml'I1Clgclnenl ConsullnnlS 

Internal Control Memorandum - 1991 

We have recently completed our interim audit of the 
Municipality for the year ended December 31, 1991. 

Our examination included a review of the existing system of 
internal controls and detailed tests of accounting practices 
and procedures followed by the Municipality. This reV1ew is 
a requirement of generally accepted auditing standards and is 
used in determining the nature, extent and timing of our year 
end audit procedures. 

Internal controls are designed to ensure the accuracy and 
reliability of financial information and to safeguard the 
assets of the Municipality. Considering the nature of our 
examination, you can appreciate that an adequate system of 
internal control is the principal safeguard against 
irregularities which our tests may not disclose. 

Overall, we noted several areas where we believe internal 
controls are both seriously deficient and not functioning at 
all. The attached memorandum lists our observations and 
recommendations. We have included under "Management 
Comments" the responses of your staff and have discussed 
these with your Deputy Treasurer. 

If you have any further questions relating to our comments, 
please feel free to contact us . 

O'W("II'ho;.lo) 
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We wish to take this opportunity to thank you and your staff 
'for your co-operation during our audit. 

Yours very truly, 

DOANE RAYMOND PANNELL 
."j . 

/tJ;I. /' 
{)) '1 -, /. ... C._._.. .., ..... . 
P. Snobelen, c. A. 
Partner 

Ffayrnond PS:jab/03 
r=-annell 

.c.c. Audit committee 
Sheena MacLeod, Deputy Treasurer 
Shaukat Jiwa, Manager of Information Services 
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DISTRICT OF COQUITLAM 

DECEMBER 31, 1991 

MEMORANDUM OF INTERNAL CONTROLS AND ACCOUNTING PROCEDURES 

ACCOUNTING - GENERAL 

1. Observation 

Bank reconciliations have not been prepared for the general 
bank account, payroll imprest account and the accounts payable 
imprest account for several months. One reason for not keeping 
bank reconciliations up to date is that key personnel in the 
accounting department do not possess adequate accounting 
background to perform the task and that the department does not 
appear adequately staffed to keep up with the volume of 
transactions processed through it. 

Recommendation 

Procedures and staffing should be reviewed immediately to 
ensure that bank reconciliations are prepared on a monthly 
basis by staff with a clear understanding of how to prepare 
them. Completed reconciliations should be reviewed by an 
experienced senior employee. 

" Management Comments 

The backlog in the preparation of the District's bank 
reconciliations is a problem that has been recognized by the 
accounting department for some time. To deal with this issue 
we have created a new position within the department 
Accounting Clerk II - that will take over several routine 
tasks. One of these will be the responsibility for the 
preparation of all the monthly bank reconciliations. The delay 
in filling this position is due to the need for approvals from 
the GVRD and an attempt to test for the most suitable candidate 
rather than simply hiring the one with the most seniority. We 
expect to be in a position to fill this vacancy in early 
December. In the meantime, we have retained Ted Shaver from 
your firm to bring all the bank reconciliations up to date and 
to provide the successful candidate with an example of the 
format expected for this work in the future. . 
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observation 

The vouchers payable account in the general ledger is used as 
a suspense account when issuing cheques out of the Accounting 
department. This account is not reconciled to cash on a 
regular basis. As a result, there is no record of outstanding 
cheques issued by the Municipality. 

Recommendation 

Procedures should be implemented to ensure that the vouchers 
payable account is reconciled on a regular basis. This 
reconciliation should be performed simultaneously with the bank 
reconciliations on a monthly basis. 

Management Comments 

The backlog in the reconciliation of the Vouchers Payable 
account is also a problem recognized by the accounting 
department. This work should be done on a monthly basis in 
conjunction with the bank reconciliations, as they are related 
tasks. The filling of the vacant Accounting Clerk II position 
will assist the department in bringing this area up to date. as 
well. In addition, some procedural changes have been made to 
ensure that the required journal entries are prepared on a more 
timely basis. (i. e. No cheques will be signed without the 
appropriate journal entries being prepared.) 
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Observation 

staffing levels in the Accounting department appear 
insufficient given the volume of transactions processed through 
the department. There does not appear to be any procedures in 
place to facilitate cross-training of staff members in the 
department. As a result, if one clerk is absent for any period 
of time, his or her job does not get done. Existing staff in 
the Accounting department do not appear to have adequate 
training to perform all duties' efficiently ~ 

Recommendation 

Consideration should be given to implementing a cross-training 
process between accounting clerks to ensure the efficient 
operation of the department in the absence of one or two 
members. Staffing levels should be evaluated immediately for 
the department. Training should be made available for the 
clerks to ensure they have adequate knowledge and skills to 
perform their duties. 

Management Comments 
'\ 

The cross training of staff within the Finance department has 
been very limited in the past. We have carefully evaluated the 
staffing level within the department during the 1992 budget 
process and are requesting additional personnel. In addition, 
we have experienced some movement within the department which 
will allow the hiring of staff with greater technical 
knowledge. These two factors will greatly increase our ability 
to cross train staff in the future. 
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observation 

In our discussion with senior staff members, there does not 
appear to be any formal terms of reference established for 
senior staff in the Department of Finance which clearly defines 
the duties of the Director of Finance and the senior staff of 
the department. As a result, a communication problem exists 
between department heads and the Department of Finance, 
resulting in inefficiencies in the flow of information. 

Recommendation 

Consideration should be given to developing, on an interim 
basis, job descriptions which' set out all duties for senior 
staff in the Department of Finance. These terms of reference 
should be put in writing and developed into a formal procedures 
manual for the department. 

Management Comments 

written job descriptions setting out all of the duties of the 
senior finance staff have been prepared and can be made 
available for your review. The process of deve~oping a formal 
and comprehensive procedures manual for the Finance department 
has been identified as a priority. The impending computer 
system conversion will result in very significant procedural 
changes as we move from a primarily manual accounting system 
into a fully integrated computerized accounting system. 'We 
appreciate that these two functions must be done hand in hand. 
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observation 

The main vault in the collections department is kept open all 
day, and is virtually accessible to anyone. We understand that 
cash and cheques are kept in the vault, along with other 
important documents. 

Recommendation 

The vault should be kept closed when not in use, and should 
only be accessible to authorized personnel. 

Management comments 

It is correct that the large vault in the collections area of 
the Finance Department is left open during the day. However, 
all cash is kept in a smaller vault within the main vault which 
is kept locked at all times.· The staff members that have 
access to the small cash vault include the Collections 
Supervisor, the Municipal Collector and the Deputy Director of 
Finance. In addition, the District's blank cheques are not 
kept in the collections vault. They are kept in the large 
vault at the back of the payroll department. Although all of 
the Finance department staff have access to this vault the 
access to the key and the signature plate of the cheque signing 
machine is strictly controlled and requires double custody. 
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Observation 

The Municipal collector reconciles taxes and utilities accounts 
receivable, in addition to looking after bank deposits and the 
investment portfolio. This creates a lack of segregation of 
duties. 

Recommendation 

Bank deposits should be made by someone independent of the 
reconciliation process of accounts receivable and investments. 

Management Comments 

Under normal circumstances the bank deposits for the District 
are prepared by the Collections Supervisor. Although the 
investments are made by the Municipal Collector, the 
reconciliation of the investment account is done outside of the 
Collections department, by the Accounting Clerk IV position. 
This responsibility will be transferred to the new Accounting 
Clerk II position who is' responsible for the bank 
reconciliations. However, this transfer still provides the 
appropriate segregation of duties. 
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INVESTMENTS 

7. Observation 

The investment portfolio of the Municipality is managed by one 
individual, with no formal process of review or independent 
evaluation of adherence to established investing policies. 
There is no reconciliation of investment account records to the 
general ledger. 

Recommendation 

Immediate steps should be implemented to establish 
accountability over and reporting of transactions in the 
investment portfolio. 

Reconciliation of the investments account to the general ledger 
should be performed on a monthly basis. 

Management Comments 

It is correct that the investment portfolio of the District is 
managed by one individual, the Municipal Collector. Although 
not documented, these investments were reviewed by the Director 
of Finance on a regular basis. In response to your concern, 
we have established a procedure of adding an approval signature 
of the Director of Finance or the Deputy Director of Finance 
to formally document this review. In addition, the 
reconciliation of the investment account has been brought up 
to date and will continue to be done each month. 
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PURCHASING 

8. observation 

outside inventory held at the Municipal Works Yard is 
safeguarded by a fenced yard. However, the fence is left open 
all day and the storekeeper has no control over whether the 
correct quantities have been removed from the yard by the user 
departments. 

Recommendation 

Procedures should be implemented to ensure that outside 
inventory is continuously safeguarded, and that quantities 
removed from the yard are checked by the storekeeper before 
removal. 

Manaqement Comments 

To physically separate the outside inventory would require 
structural changes to the works yard. These changes would 
include the addition of fencing and the movement of the store 
keepers post to provide visibility of the outside yard. These 
physical changes have been addressed in the serv ice centre five 
year plan. However, in the meantime we believe that the risk 
of inventory writeoffs due to loss or theft are minimal because 
of the following compensating controls. The works yard is 
locked up after regular business hours and there is a twenty 
four hour watchman on duty in the yard to ensure that non
municipal vehicles are not using the municipal inventory . 
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Observation 

Invoices sent directly to the user departments are often not 
compared tO,the originating purchase orders to ensure the price 
shown on the invoice is correct. 

Recommendation 

All invoices should be approved by the purchasing department 
before being forwarded to the user departments. 

Management Comments 

Due to 1:he physical separation between the purchasing 
Department and the Municipal Hall, it is impractical to send 
all invoices to the purchasing Department. Invoices are 
approved by the user department to acknowledge receipt of the 
goods or service in question and are matched to the purchase 
order upon return to the Finance Department. There is no value 
added to this process by having all invoices routed to an 
additional location. However, in the event of a discrepancy 
between the invoice and the purchase order the item will be 
sent to purchasing for follow up. " 
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10. Observation 

The Accounting department is not notified by the user 
departments of returned items prior to receiving the credit 
note from the supplier. As a result, if the supplier fails to 
record a credit on its statement, the Accounting department 
will not know that an error on the statement exists. 

Reoommendation 

Procedures should be implemented to ensure that the Accounting 
department is notified immediately by user departments of all 
items returned. outstanding purchase orders should be reviewed 
on a regular basis to ensure that all purchase orders are 
supported by items received or credit notes from the supplier. 

Management Comments 

The lack of a regular review of outstanding purchase orders is 
a recognized deficiency in the District's purchasing system. 
Because our purchasing system is entirely manual, a review of 
this nature is extremely time consuming and the purchasing 
department lacks the resources to perform thi~ function on a 
regular basis. However, with the implementation of a 
computerized purchasing system in 1992 a review of outstanding 
purchase orders will be performed on a monthly basis. In the 
case of outstanding credit notes our procedures have been 
revised to include the completion of a credit purchase order 
which will be distributed to both the user department and the 
Finance Department. This will ensure that all credits owing 
to the District are received on a timely basis . 
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LICENSES AND PERMITS 

11. observation 

In the Licenses and Permits department we noted several license 
or permit application forms to which were attached cheques that 
were not restrictively endorsed to the Municipality. We also 
noted cash held with some of the applications. These amounts 
were not recorded in the cash register. No formal procedures 
are in place to record and safeguard all receipts of cash and 
cheques collected. 

Recommendation 

Procedures should be implemented immediately to ensure that all 
cheques accepted by the Licenses & Permits department are 
stamped for deposit to the Municipality upon receipt of the 
cheques. All receipts of cash and cheques should be recorded 
and held in the Collections department under safekeeping. 

Management Comments 

In response to your comments, we have instructeq our staff that 
all cash and cheques received by the Permits and Licenses 
department will immediately be processed through the cash 
registers at the collections counter • 
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DATA PROCESSING 

12. Observation 

There is an unacceptable time lag between the initiation of a 
cash transaction and the time at which the transaction is 
recorded in the general ledger. This is mainly a result of 
poor communication between the Accounting department and the 
Data Processing department in recording transactions on a 
timely basis. As a result, the general ledger is unreliable 
as a means of recording transactions on a timely basis. 

Recommendation 

Procedures should be implemented to improve the flow of 
information between the Department of Finance and the Data 
Processing· department. Consideration should be given to 
integrating the two departments, so that information is input 
to the general ledger on a daily basis. 

Management comments 

In response to your comments, we have imposed procedural 
changes to ensure more timely preparation of transaction 
entries for posting to the general ledger . 



• 

• 

- 13 -

13. Observation 

We offer specific comments on our observations of general 
controls operating around your computerized systems. 

We have read the "Five-Year strategic Information Technology 
Plan" prepared from an extensive review of your computerized 
systems. Our comments below do not repeat on the weaknesses 
identified in that document (insufficient user documentation, 
lack of technology standards, aging systems, etc.). Rather, 
our comments are intended to report on specific general control 
deficiencies we encountered. 

Please note.that these observations apply generally, regardless 
of the computer system used, and consequently may continue to 
be applicable even after new technologies are established in 
the District. 

'\ 
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14. Observation 

Program Change Control: The staff of computer services consists 
of 5 persons, 4 of whom have programming skills and carry out 
programming tasks as required to maintain the District's 
software. Whenever a program modification is necessary one of 
these staff is assigned to make changes to the source programs, 
perform any testing and then install the revised program. 
Generally, any changes to programs are not reviewed and tested 
by a second person before installation and. the staff have 
unrestricted access to executable programs. 

As a consequence of these arrangements there is limited or no 
control to prevent or detect unauthorized changes to programs. 

Recommendation 

Management should 
provide assurances 
authorized changes 
verified. 

consider implementing procedures which 
that program changes are restricted to 
which have been properly tested and 

We suggest that these procedures may be as fol.lows: 

a. After a program modification has been made by one 
programmer, a second person should be responsible for 
testing and recompiling the· program into executable 
software. Thereafter, the second person should log the 
new program block size and file system date. Both the 
original programmer and the second person should sign off 
the program log as evidence that they carried out their 
responsibilities. 

b. The program log currently used to index the source code 
listings stored on site can be modified to accommodate 
these procedures. 

c. Periodic system dumps of program names, block size and 
file dates should be compared by a senior person, 
independent of programming, to the program log for 
differences that might suggest undocumented changes. 



I 

• 

• 

d. 

- 15 -

To the extent practical, programmers should be assigned 
responsibility for maintaining selected programs in the 
source library and should not be allowed access to the 
same software in the executable library. Each programmer 
would have a separate set of programs they are responsible 
to maintain and another set of programs they are 
responsible to test and install for others. 

Management comments 

Management comments relating to this concern will be addressed 
by the new Information Services Manager • 

, , 
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15. Observation 

Program documentation for the systems developed in-house is 
stored in the computer services department. This documentation 
includes source code listings, flowcharts, user instructions, 
etc., some of which may not be readily replaced if destroyed 
by fire. 

Recommendation 

We recommend that system documentation that cannot be replaced 
in the event fire destroys the originals sh04ld be copied and 
stored in an off-site location or fire-proof cabinet. 

Management 'Comments 

The District's systems documentation is periodically 
microfilmed. These microfilms, copies of source libraries, and 
data files are stored off site at the works yard • 

, , 
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16. Observation 

Password Access control: The District relies on the TIP30 
access control software to restrict unauthorized access to the 
programs or data in the UN1SYS system. This is a password 
based control system which can restrict users or groups of 
users to pre-selected programs and data. . 

We note a few administrative matters which limit "the 
effectiveness of this, or any other password based security 
program, to safeguard information and programs. 

a. 

b. 

Common User 10's: User 10's and related passwords are not 
always assigned to individuals. We found several "group" 
User 10's (ie. Alex, Billy, Bill, etc.) which on 
investigation were names of persons who are no longer 
employees. These 10's are still on the system and are 
used on a department wide basis for the programs that 
department requires. 

Recommendation 

To monitor effectively the activities of system users it 
is necessary for each person to access the computer under 
their own identity. Generic user 10's and the related 
password should be prevented in order to instill an 
attitude of responsibility for computer security in staff 
and aid in investigations of computer abuse. 

Password Changes: We 
infrequently changed. 
passwords reduces their 
computers. 

Recommendation 

note that passwords are very 
Failing to routinely change 

effectiveness to control access to 

We recommend that the District establish policies for the 
routine change of passwords ~ie. monthly, bi-monthly) as 
circumstances warrant. The more sensitive or important 
information and programs are, the more frequent passwords 
should be changed . 
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Access Authorities: We noted that many of the user 
authorities (rights to access data and programs) in the 
system had not been changed for some time. We understand 
also that there is no formal procedure for upgrading a 
user's authorities whenever a new person is hired, 
terminated or changes job classification. Consequently, 
through time the District may be exposed to unauthorized 
access from users whose rights are no longer appropriate 
for their circumstances. 

Recommendation 

Someone from senior management should be assigned 
responsibility to continuously review and maintain the 
user authorities in the computer system. To assist this 
person a formal process to notify him/her about personnel 
changes should be instigated, preferably' in writing with 
evidence of authority. The plans to expand the District's 

. systems substantially will increase the importance of 
these procedures • 

Management Comments 

The use of common user ID's is due to a limited number of 
terminals· being available to staff. As there is only one 
terminal in each area it is very often left on, eliminating the 
benefits of separate ID's. The common ID's set up provide only 
inquiry access to the system and do not allow access to 
confidential files such as payroll. Employees who have the 
access to post transactions must use their own passwords. 
However, the District agrees that system security is enhanced 
by the use of individual user ID's and will implement this 
policy change in conjunction with the implementation of the new 
computer system. We anticipate that a new system security 
policy will encompass a variety of aspects including the 
requirement of changing passwords on a routine basis and 
assigning the review of system access within.the District . 



• 

• 

• 

- 19 -

17. observation 

Unauthorized Programs: During our examination of the programs 
installed on the UNISYS system we noted programs which execute 
a computer game equivalent to "Dungeons and Dragons" that has 
been on the system since 1985. 

Recommendation 

The District's computer systems are vitally important to its 
operations and should be administered with the strictest of 
standards to ensure its satisfactory operation. We recommend 
that unnecessary programs and data should not be installed on 
your computers in keeping with this code of performance. 

Management comments 

Very often computer games are supplied by software vendors with 
the purchase of business software. The purpose of supplying 
games is to enable employees to use the system in an enjoyable 
fashion during work break periods to eliminate some of the 
anxiety often experienced by new users. However, as most of 
the employees are comfortable with the current system the games 
will be removed • 
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18. Observation 

Terminal Imaging: The present UNISYS terminals permit a user 
to modify the terminal address with a few simple key strokes. 
consequently, a terminal can be readdressed to view another 
terminal screen, thereby exposing the District to unauthorized 
disclosure of information. 

Recommendation 

Even though few, if any, users are aware of this feature, the 
key lock underneath each terminal that sets the terminal 
configuration should be turned off and the key removed to 
safekeeping. This will disable the terminal from being 
readdressed. 

Management Comments 

Changing the terminal address on the UNISYS system is a very 
complicated procedure that requires the use of both an EBCDIC 
to ASCII conversion table and the terminal address table 
generated in ICAM. These features are not available to 
personnel outside of the computing department. ~ Therefore, the 
risk of staff successfully readdressing a terminal is minimal. 
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19. Observation 

Employee Bonding: We understand that staff in the computer 
services department are not bonded. 

Recommendation 

The District should consider establishing fidelity bonds for 
staff in positions of trust who have responsibility for 
computer services. 

Management comments 

The District will consider establishing fidelity bonds for 
staff in the Information Services Department. This issue will 
be addressed by the Director of Finance and the new Manager of 
Information Services in January. 

\' 
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20. Observation 

Disaster Recovery: There are certain applications which the 
District relies upon to work continuously (ie. Payroll). Their 
failure to perform will cause hardship to the District and its 
ability to provide services. To insure against discontinued 
operations, we understand that the District has a "verbal" 
understanding with another "UNISYS" system in the region to use 
their computer in the event the District's is destroyed. 

Unfortunately, when it matters most these understandings may 
not be satisfactory. Problems at the alternate site such as 
insufficient storage space, restricted processing times, 
unconnected telecommunication links, difficulties installing 
programs and data, etc., may all act to prevent the District 
from replacing its computer on a timely basis. 

Recommendation 

We recommend the District develop a formal plan to promptly 
replace (albeit temporarily) its critical computer systems in 
the event its systems are destroyed. The plan should provide 
sufficient detail to serve as a working document and be 
supported by formal agreement(s) for alternative computer 
resources. The agreement(s) should be specific as-to resources 
required and should allow for periodic testing that confirms 
the viability of the agreement and of the disaster plan. 

Management comments 

In a report accepted by council on January 30, 1989, the 
District entered into a formal agreement with ESCO Ltd., the 
nearest Unisys Mod 8 site, to provide backup computing 
facili ties for each other. The resources are to be made 
available during evenings and on weekends and would include the 
essential systems such as payroll and accounts payable. uni"sys 
has also guaranteed that in case of disaster a computer system 
would be made available for emergency installation . 
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21. observation 

system utilities: We understand that the UNISYS operating 
system and TIP30 transaction controller programs offer certain 
software utilities to assist programmers and system operators. 
We understand that at least one of these utilities (Disk 
Display utility - DDU) has the capability of modifying computer 
data. 

Given this kind of capability, it is possible to circumvent the 
normal computer securities established in the system to make 
unauthorized changes to programs and data. 

Recommendation 

The capabilities of utilities should be reviewed and their 
application in your systems rationalized. utilities which pose 
a security risk should be restricted in use to the extent 
possible. 

Manaqement comments 

Management comments relating to this issue wi~l be addressed 
by the new Information services manager . 
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November 5, 19~n 

.Dis trict of Coqui tlr:lJ1\ 
1111 Brunette Avenue 
Coquitlulll, D.C. 
V3K lEY 

l}.tt~!.Lt.J5JJ.L;_ lvtr. Norm Cook 
Municipal Nanr:l'Jer 

Dear Sir: 

19-3401 

rlJ)fQlan~ 
RaYRnond 
P-annenn 
C:II:ul'·"}II/\n:OII111:t'IIr. 
,.1;111;'ql·llu~111 (:(I/I~tllt;1I11!': 

On 'l'uesday, Oct.ober 22 you request:etl tha·t we conduct an 
evaluat:ion of Ule sta·tus of the financial accounting system 
and prepare a report of au 1.- observa·tions. 

Our work commenced Wedllesday, October 23 and was undertaken 
in conj unction wi th our inl·.er.i.m aurJi·t which was underway. On 
a preliminary basis vie completed our review on Tuesday, 
Oc·tober /. 9 . 

OUl: procedures included enquiry, observation, 'discussion, and 
review of var iOllS systems ;:111(1 procedures followed 'within the 
finance department, including accounting, collections, and 
budgeting. Because we were given no reason to suspect that 
any irregularities lw.ve occurred, our procedures were not 
designed or intended to cletect fraud or other irregular 
activities. 

Our enquiries lli'Ive revealpd t:11re8' key areas in which control 
p.l::ocedures and .l:out.i.n8 ;)ccollnt:.i.llg practices are seriously 
deficient. \'18 sel: t.hese Ollt: below. \'1e have also set out in 
l).ppendices 1 and 2 OUI: de La iled notes on matters observed. 

We unc1erstaJl(l that aile individual is responsible for 
maint:aining the invesbnenl.: portfolio of the District. 'l'hese 
duties are performed w.ithout formal review of investments 
made, without: independenl: evaluation of adherence to 
established investing policies and without prompt 
reconciliation of investment account records to the general 
ledger. We recommend that immediate steps be implemented to 
establisll accountability over and reporting of transactions 
in the investment portfolio . 

Q-(F ". , 
",.""',,.1 .. 
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2. Bank reconciliations 

We understand that procedures are not in place to ensure that 
bank reconciliations are prepared on a monthly basis and that 
bertain reconciliations are up to four months in arrears. 
Control over cash, prompt recognition of possible errors ~nd 
effective management of cash balances is therefore impaired. 
Also cash transactions (i. e. vouchers payable) should be 
updated to the general ledger on a regular and frequent 
basis. We recommend that immediate steps be taken to bring 
all bank reconciliations up to date and that all adjustments 
arising from this process be reviewed for appropriateness by 
a senior staff member . 

We understand thdt no formal monthly practices are 
established to ensure key accounting procedures are performed 
on a consistent and timely basis. Each clerk should be 
assigned appropriate responsibility for completion of tasks. 
We recommend that all accounting procedures be identified, 
priorities set as to timing of completion and that 
appropriate staff assignments be made in order to ensure that 
District accounts be brought up to date at the earliest 
possible time . 

While the District accounting records should be brought up to 
a current date and an adequate level of managerial control 
established, as soon as possible, no information came to our 
notice which would suggest a need for further investigation. 
It would be prudent in our view, for the Deputy Treasurer to 
personally review all adjustments to the accounting records 
during this catch-up period and verify their appropriateness. 

Should we become aware of any information which casts our 
comments into u. different light, we will contact you 
immediately. 

Yours very truly, 

DOANE RAYMOND PANNELL 

/~,l(/ / 
(/,:"\1"'~' /.( ...... -...... -. 

P. Snobelen, c. A. 
Partner 

PS:md/#12 

Enclosures 



• DISTRICT OF COQUITLAM 
status Report - File Notes 

October 29, 1991 

Appendix 1 

FINDINGS 

Bank Reconciliations 
-- . 

General Accounts last reconciliation April 19, 1991; previous 
reconciliation done January 25, 1991; bank documents loosely filed. 

Payroll Account last reconciliation March 28, 
reconciliation done January 31, 1991. 

AlP Account last reconciliation September 30, 
reconciliation done Augus~ 31, 1991. 

1991; previous 

1991; previous 

AIR Reconciliations 

Performed periodically, at least bi-monthly. Last reconciliation 
between manual subledger and computerized general ledger performed 
September 30, 1991. 

Cheque Register 

Cheque runs performed weekly; last cheque run performed October 18, 
1991. reviewed by Deputy Treasurer. 

Suspense Accounts 

Municipality has two suspense accounts as follows: 

1. GIL #429100000 suspense general - balance @ Sept. 24/91 = 
$38,225.14 

2. GIL #429100002 - park & rec. suspense - balance @ Oct. 15/91 = 
$568.40 

Reconciliations for general performed by Carol in collections; 
reconciled to zero to date. 

Reconciliations for parks & recreation performed by Dave; reconciled to 
date. 

Investment Accounts 

• 
- Manual records kept, by Garry (Municipal collector), of investment 

portfolio held with CIBC. On a daily basis Garry receives a centralized 
cash control - detail report indicating total funds in all bank accounts 
held by the Municipality. For both temporary investments and MFA 
deposits, the general ledger has not been updated to reflect the current 
investment position since May 1, 1991. However, manual'records are kept 
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up to date. Per discussion with Garry, investments have been made by 
himself with virtually no input from the Municipal treasurer. 
Occasionally, he would discuss investment strategies with the treasurer, 
and investments made were reviewed by the treasurer after the fact. 
There are no procedures nor reporting in place to determine whether 
current investments meet established investing policies. 

Vouchers Payable Account 

• 

• 

There is a four month backlog in clearing out this account which 
represents expenses that have not yet been cleared to cash. At the time 
of the cheque run, the entry made is Dr: Expense; Cr: Vouchers payable. 

Three months or more later "a journal voucher is supposed to be prepared 
by santo (Clerk 4): Dr: Vouchers payable; Cr: cash (for cheques which 
have been cleared) . 

"""\ 
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Appendix 2 

OVERVIEW 

All areas of the Department of Finance operate independently with poor 
communication between the various areas, i. e. accounting, collections', 
budgets. 

In general, the accounting records. are not up to date and in most cases 
several months behind the records according to the general ledger 
maintained by the data processing department, thereby rendering the GIL 
meaningless. 

The general bank account nas not been reconciled since March 1991, and 
the investment accounts have not been updated to the GIL since May 1991. 

staff in the accounting department do not appear to have adequate 
established procedures to get the records up to date, and may not have 
adequate accounting background to reconcile the key accounts. 

There is approximately $85 million in investments that are managed by lit, one individual with virtually ,no review or accountability process. 

All areas feel that they are understaffed, however~ the problem may be 
the lack of established procedures (i.e. formal monthly procedures), 
direction to get the tasks accomplished, and the quality, training, and 
commitment level of staff. 

RECOMMENDA'rION 

• 

Recommend that client take immediate steps to ensure that procedures are 
established to ensure bank reconciliations are prepared monthly and that 
general ledger is updated on a daily basis. 

staff evaluations in clerical positions of accounting department should 
be performed and evaluated to determine whether adequately trained staff 
exists in key positions. 

A formal process of approval over investments should be implemented such 
that there exists accountability over the investment process and 
adherence to investment policies of the District. 

Consideration should be given to cross-training staff to facilitate 
temporarily replacing staff when on holidays or extended sick leave. 
This will prevent work piling up when a staff member is absent • 
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AUDIT CCJttMITTEE MINUTES 
MAY 11, 1992 

A meeting of the Audit committee of Council c0nvened in 
Municipal Hall, 1111 Brunette Avenue, Coquitlam, B.C. on 
at 4:45 p.m. with the following persons present: 

Committee Members present: Ald. B. LeClair, Chairman 
Ald. D. White 

Also present: Mayor Sekora 

Staff present: N. Cook, Municipal Manager 

Auditors: 

R. Hicks, Director of Finance 
w. Jones, Deputy Municipal Clerk 
S. r·1cLeod, Deputy Director of Finance 

P. Snobelen - Doane Raymond Pannell 
J. Brinkman - Doane Raymond Pannell 

ITEM I - MINUTES OF JANUARY 20, 1992 

Moved by Alderman White 
Seconded by Alderman LeClair 

That the Minutes of the Audit Committee l'-1eeting held January 30, 
1992 be approved. 

Carried Unanimously 

ITEM II - BUSINESS ARISING FR~ MINUTES 

Nil 

ITEM III - NEW BUSINESS 

90-1 

90-2 

Report of Director of Finance - Conduct and Timing of Audit 

Auditors' Report 

Alderman LeClair noted that the Auditors' op1n10n that the 
financial statements present fairly the financial position of the 
District as at December 31, 1991 is without reservation. 



• 

• 

• 

Audit Committee Meeting 
Monday, May II, 1992 - Page 2 

Moved by Alderman White 
Seconded by Mayor Sekora 

COUNCIL 
AcrIOO: 

That the Auditors' Report prepared by Doane Raymond Pannell 
Chartered Accountants for the period ending December 31, 1991 be 
received by Council. 

Carried Unanimously 

90-3 Review of Financial Statements 

The Committee reviewed and discussed the Financial Statements. 

District of Coquitlam 1991 Annual 
Budget Amendment Bylaw No. 2438, 1992 

Moved by Alderman White 
Seconded by Mayor Sekora 

That Council give three readings to "District of Coquitlam 1991 
Annual Budget Amendment Bylaw No. 2438, 1992". 

Carried Unanimously 

Review of Financial Reporting Forms 

The Director of Finance informed the Committee of the numerous 
financial forms that must be annually completed and forwarded to 
the Ministry of Municipal Affairs, together with copies of the 
audited financial statements and management letter from the 
Auditors. 

90-5 Report of Director of Finance - Accrued Sick Leave 

Moved by Alderman White 
Seconded by Mayor Sekora 

That the Report of the Director of Finance dated May 8, 1992 be 
received. 

carried Unanimously 
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Alderman LeClair requested that the Director of Finance identify 
all possible unfunded liabilities (i.e. sick leave, pension plan, 
u.s. debt, etc.) and possible ways of recording or accounting for 
same. 

90-6 Reserve Accounts Review 

The Committee discussed the status of various reserve accounts. 

Alderman LeClair requested that staff prepare a report 
summarizing unexpended reserve allocations transferred back into 
reserve funds. 

90-7 Review of Bad and Doubtful Accounts 

Moved by Alderman White 
~eCOnded by Mayor Sekora 

Council approve a disposal (write-off) of bad debts 
totalling $46,954.39 as outlined in the Director of Finance's 

,/ 1 Report dated April 26, 1992, and forwarding notification of same 
f1~~ ,Iq to the Minister of Municipal Affairs pursuant to section 288 of 

i ji" the Municipal Act. 

"It) I/(ll' /. , Mayor Sekora left the meeting at this time. 

ITEM IV - OTHER BUSINESS 

90-8 1991 Audit Fees 

Moved by Alderman White 
Seconded by Alderman LeClair 

COUNCIL 
ACTION: 

That the Auditors be authorized to bill an additional $6,000 for 
1991 Audit preparation services. 

carried Unanimously 



• 

• 

• 

Audit Committee Meeting 
Monday, May 11, 1992 - Page 4 

ITEM V - NEXT MEETING DATE 

The next Audit Committee Meeting will be called by the Municipal 
Manager or Director of Finance after consultation with the Audit 
Committee Chairman. 

ITEM VI - ADJOURNMENT 

Moved by Alderman White 
Seconded by Alderman LeClair 

That the Audit Committee Meeting adjourn - 6:30 p.m. 

Carried Unanimously 

CHAIRMAN 

Warren Jones 
Deputy Municipal Clerk 
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IT CCI>1MITTEE MINUrES 
SEPTEMBER 15, 1992 

.......................................... , 

A meeting in the Council Chambers, 
Municipal Hall, 1111 Brunette Avenue, Coquitlarn, B.C. on Tuesday, September 
15, 1992 at 8:00 a.m. with the following persons present: 

Committee Members present: Councillor W. LeClair, Chairman 
Councillor D. White 

Staff present: N. Cook, Municipal Manager 
R. Hicks, Director of Finance 
W. Jones, Deputy Municipal Clerk 
S. McLeod, Deputy Director of Finance 

ITEM I - MINUTES OF MAY 11, 1992 

The Committee recommends that the Minutes of the Audit Committee 
Meeting held May 11,1992 be approved. 

ITEM II - BUSINESS ARISING FR<X'1 MINUrES 

Reserve Accounts Review 

The Director of Finance distributed 
surnrnarlzlng unexpended reserve funds 
appropriate reserves. 

ITEM III - NEW BUSINESS 

90-1 Financial Systems Update 

a report 
available 

dated July 2, 1992 
to be returned to 

The discussion of the new Financial Management System included 
the following notable issues: 

The 1993 District budget will be prepared using the new chart of 
accounts to facilitate the January 1 system conversion. 

The 1993 District budget will be presented by activity. 

The new Financial Management System includes a funds checking 
facility within the purchase order system. Beginning 1993 a 
funds check against budget, at the activity level, will be done 
for all purchasing transactions. 
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Department Managers will create new accounts for all operating 
activities that arise during the year for which costs should be 
isolated. The budget for these activities will be appropriated 
from their approved operating budget. New activities will not 
lead to additional budget funds without authorization from 
Council. 

The Committee recommends that the Report of the Director of 
Finance be received for information. 

90-2 Investment SUIImary 

90-3 

90-4 

The Committee recommends that the District's Investment Portfolio 
Report as at December 31, 1991 and July 31, 1992 be received for 
information. 

Revised Assessment Cycle Report 
, 

The Committee recommends that the Report of the Director of 
Finance dated August 26, 1992 be received for information. 

Procedural Review of utility and Highway Grant Applications 

The Committee recommends that the Report of the Director of 
Finance dated August 27, 1992 be received for information. 

90-5 Voluntary Contributions 

The Committee recommends that the Report of the Director of 
Finance dated September 2, 1992 be received. The Municipal 
Manager noted that staff are in the process of reviewing 
Development Cost Charges. 

ITEM IV - arHER BUSINESS 

90--6 Purchasing Control Mechanisms 

The Chairman requested that the Director of Finance prepare a 
report on the District's purchasing control mechanisms for 
discussion at the next Audit Committee Meeting. 

90-7 Interim Audit 

COUNCIL 
ACTIOO: 

The Committee recommends that Council give consideration to any 
additional issues that the Auditors should be directed to 
investigate in the Interim Audit. 
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ITEM V - NEXT MEETING DATE 

The next Audit Committee Meeting will be called by the Municipal Manager 
or Director of Finance after consultation with the Audit Committee 
Chairman. 

. ITEM VI - ADJOURNMENT 

The Chairman declared the Audit Committee Meeting adjourned - 9:45 a.m. 

CHAIRMAN 

Warren Jones 
Deputy Municipal Clerk 
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AUDIT COMMITTEE MINUTES 

DECEMBER 21. 1992 

A Meeting of the Audit Committee of Council convened in the Committee Room, City 
Hall, 1111 Brunette Avenue, Coquitiam, B.C. on Monday, December 21, 1992 at 
8:00 a.m. with the following persons present: 

Committee Members Present: 

Committee Members Absent: . 
Staff Present: 

Also Present: 

Councillor W. LeClair, Chair 

Councillor J. Kingsbury 

N. Cook, City Manager 
R. Hicks, Director of Finance 
S. MacLeod, Deputy Director of Finance 
W. Jones, Deputy City Clerk ' 

P. Snobelen, Doane Raymond Pannell 
J. Brinkman, Doane Raymond Pannell 

ITEM I - MINUTES OF SEPTEMBER 15, 1992 

The Committee recommends that the Minutes of the Audit Committee 
Meeting held September 15, 1992 be received. 

ITEM IT - BUSINESS ARISING FROM MINUTES 

Nil 

._.· .•. · .•. ·.M .... ·.~M.~ ...... ~.·_· ... __ ,._ .• 

..................................•........ 
.... _ ....................... _ ........... _._-_ ... 
...................................... 
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ITEM ill - NEW BUSINESS 

COUNCIL 
ACTION: 

COUNCIL 
ACTION: 

90-1 Review of 1992 Interim Audit Letter 

The Coinmittee discussed the 1992 Interim Audit Letter prepared by 
Doane Raymond Pannell. Councillor LeClair requested that consideration 
be given to referring the letter to the January 4, 1992 Regular Council 
Meeting. Councillor LeClair congratulated Finance Department staff for 
doing an outstanding job over the past year in implementing new practices 
and policies. 

90-2 1992 Amended Budget 

The Director of Finance discussed the 1992 Amended Budget and noted 
that it was on this evening's Regular Council Agenda for consideration of 
three readings. 

90-3 Purchasing Procedures 

The Director of Finance outlined basic purchasing policies and noted that 
the Finance Department will be reviewing policies and recommending 
changes. 

The Committee recommends that the tendering policy be revised so that 
tenders are issued for purchases in excess of $25,000. 

The Committee recommends that Mr. R. Chambers, Purchasing Agent, 
appear before Council in Executive on January 4, 1992 to discuss the role 
of the Purchasing Department. 

90..:4 Investment and Bonding Policies 

The Director of Finance discussed investment and bonding policies and 
noted that staff will be reviewing and revising policies for Council's 
consideration . 
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The Committee discussed the role of the Municipal Finance Authority 
(M.F.A.) The M.F.A. has been authorized through the Municipal Act to 
provide a pooled investment fund, which is basically a mutual fund 
managed by investment brokers, Phillips Hager North, for the exclusive 
use of Municipalities. This does allow investments in high grade 
commercial paper, which is somewhat of a departure from the other 
investment limitations imposed by the Municipal Act. One shortcoming 
of the fund is that it takes a longer term view and cannot react as quickly 
to extreme market fluctuations. This became apparent on September 29th 
of this year when interest rates increased by 2 % overnight and there were 
significant withdrawals from the fund to take advantage of higher market 
rates. As a result of this the Managers revalued the entire portfolio on 
October 1st to protect the integrity of the Fund and to prevent further 

. withdrawals. It also allowed the Fund to invest at higher rates for the 
balance of the. year. The M.F.A. is currently negotiating. with other 
Government bodies, such as the School Board, to widen the scope of the 
Fund and is also involved. with Toronto Municipalities to establish an 
identical pooling fund there. 

ITEM IV - OTHER BUSINESS 

Nil 

ITEM V - NEXT MEETING DATE 

The next Audit Committee Meeting will be at the call of the City Manager 
after consultation with the Audit Committee Chairman. 

ITEM VI - ADJOURNMENT 

The Chairman declared the Audit Committee adjourned - 9:40 a.m. 

Chairman 

• Warren Jones 
Deputy City Clerk 




